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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a contents 
distribution system for distributing encrypted contents 
which can effectively exclude illegal use of contents. 
SOLUTION: The system that distributes encrypted 
contents and allows only legal users to utilize the 
contents is configured such that a contents r v • v 
management distribution site for distributing contents 
generates a hash value of data incorporating meta data 
containing contents cost information and a contents key 
applied to contents encryption processing and executes 
an electronic signature, a user site receiving the data 
acquires the contents key stored in signature object 
data on the condition that signature verification is 
established, and the system can prevent illegal use of 
contents through falsification or replacement of the 
meta data. 
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-ySrieftL. -i— »f*m Hc^vc^^yx yy<o 

miZn yr-yy&m-*M Hi. 

V t , frien yf- >-yft£Bg-SHt L*Bf -Sf-ffcrj W 
ftt. ayr-yy nmm&ftZStsM 

£*L. 

Mfe^-— FlM Hi. 

Hufem^£0&HJ^£3:#fc LT. MfSS£*f#lT 

[f»*«2] buIBj-— fiM Hi. 
t^mWfe^tfciiEBigfc LT. 
mrlB3 y-fyy&iSiM h j&» 6«i LfcMEKHWfc 3 y 

f^yit Huie^< ^ -r - ^ t * *t»T — ^ j&» ^> «aj l 

«£iivvcfsgrc>— LT. fflEBf^-^r? yf 
yyftcOEtffSQS SrSUrT & fl&SY* SitJrSfttt 

buIbj-— r-»M Hi. hoie* ?mmftcvmtmmizm~3 
■t&zt zmkk-r&mtm 1 izsm^yr-yvrnm 

ft (SubKd) X'fo 0 . 

BMlBny-ryyffift-^-f Hi, futE-fy'IE&ft (Sub 

k d ) znmm < k d ) -cBg ^l^ht-? £ r 
*m \- izmmt&wmzmfr-tzmfsx'b o . 

MIBJ-— <flM Hi. 

m^m^m^mmfSLiL^^nt lt. ^Fftww-inr 

fBffii*ft ( K d ) *ffl^jfc«-9«!gic J: 0 . futs-f 712 

si(subKd) nmmmzmrrL . MiB-f y'E^ 

ft (SubKd) Srfflt *jfc«-9«yitc J; 0 . 3 

mzm^hmf&X'fo&ztzftWLt-t&m&miizi?. 

WW? y^yy&mi'Ar-i*.. 

i(SubKd)T'J,i). 

HuiBn>T->->yiefi-^^ ni, MiB-tf-Tie&ft < s u b 

Kd) Sr. «ol— !f->M Hc«SiJfcS*$iTJtffiB'J« 



(K i ) T-Bf^fcUfcttx-^fci-iriM Hc&frt 
huIBjl— "TIM hti. 

SriBm^^^fflEJftASrftfrfcLT. flu 
IBWJft ( k i ) «rjflirvfc«#«yifc J; milB-9-yie 
iMft (SubKd) OlMWUlfcSgfrL. lulB^riEjM 

n (SubKd) zm^^zm^mmiz x k> . ^yy-yy 
m * vm-t h mi&x'h h z. t z mm t -t h 1 at b 

•y£IEflL. jl— <f«M htcfcv^-C^-fLn^f-^yo 

fswisrsiff-r & ^ yxy-yiEfi^rare* 0 . 

BulB^yxy^Kfi-^^ HcfcUT. 
3 y^y-y £ 3 y-rvyftT'Bt #-fkL3tHf#-ft=i yfy 
•yt. flylfi 3 >- >y li 5: Bf^-ft; Ltz^mt ny^yv 
ftt. 3>^v > ycofiJffl^^-g-tf^ri'T r -ri ? i:S:J-- 
Iflf-f hiz'&mt&k t tic. HiilBBf^-fbn yfy7i 

tt^^Sri-lflf-f HciMfi-r^5!ia^^tTL. 
buIB-3-— ¥+M htcfcviT. 

ffi b*^ s^^^iisaa zmftL. %m=f-m^mmjL 

#^tn y7-yvm<7)w.mmmzm?r-tz>z t -t 
h^y'fyvw.ms^. 

[ff*Jf 7 ] mflBi— hti. 
mrlB^yf-^^yiEfi-^-f h^^^fiL^HfrlBBf^-rbn^ 

fficO-gcSr^frt LT. UIBBS^k3>"f W«<7)SX» 

7-yvMmm. 

cts*3S8] urtB^^r-^ti. ^y"ryvcr>mmw& 

mflBJ--1f^-f hti. buIB^ ^tf «i*i<oflHS« 

mt?&m#iM6< l zM?Mcr>3y7-yvW,mJj&. 
CIS*fl9] HuiB3>T-yyft<^Bg-^-flrJ|ti. •fT'lEi* 
ft (SubKd) T'S) 0 . 

ffiiBn^yyffifltM hti. milB-*f ylfiiMft (Sub 
K d ) Srffiilft ( K d ) T'Bf^LLfcftf-^S'J.— <f 
"f-f htciiifi-ri,$!ia^||fi : L. 
HUlBJ--if-9-^ hti. 

HulB*^S^cO^SE^ir5:^t LT. fftftW^-iW 
IBSEiMft ( K d ) ^Tta^Saatc: J: 0 . milB-9- Tie 
iMft (SubKd) <OlR»«ia«rS«T L. mMi^yWM 
ft (SubKd) SrfflV^a-vJaatCtO. 3yfV7 
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«£B»-r* z t znmt-? &mt&6 ke&w >t- 

m&mi o] fEayf^ya^ifffljBj^ -9-712 
mm (subKd) ThD. 

mi^yf-yvRm^M m*, mwywMm (sub 

Kd) fc, NfcflWUKifrtiSilfcflMMI 
(K i ) TW-fkLJtiix-^SrJ-— !F1M MciMfrT 

wiB-x— VIM Hi, 

IBffiMft (Ki) fcJHvvfcflHHSIfcJ: 9. inrffi^7'I2 
iMft (SubKd) cOBXttSaa^HftL . MIB^'lEM 
fit (SubKd) Zm^tlfg.mmiZ£ 0 . 3>f>7 
«*]Rf*-f 4 Z t *«f«i:-r &iB«^6 KIE«W)3 >x 

t. mm&n^-fWz^&Khmz^it-i y*r 

mim^m^mmmmt lx, 

7-yymt mie^ * t fc*tr?- * a»&*aj l*: 

huib^ fm&ftvmwmiz&f<w&imt:&jii. tx 

»i3Tf S^*SS1tr4»l££^££fc£#«i:-*-4 

m$4!i 1 iztmwT-fwmmw:. 

j£gt (SubKd) T'J> 0 - 

wisdM^^^M^UL^WtLX. fftfittiE 
5MH ( K d ) J: 0 . HufB-tf-yiE&gt 

(SubKd) cOlXtt^SSr^rL . mE#7S&m 

(SubKd) zmwcm^tmiz J: 0 . ^yf^yi 
[ft^fli 5] BuiBny-fyya^ui^fl^Ui, 

jMH (SubKd) "CJ> 0 > 



BuiBT-'-^^asati. 

8ulB«^S^<7)^iiE^i:S-^fri: LT. ^*>fi#r?-4« 
S'Jfit ( K i ) Srfflvvta^UiKJ: 0, BiffB^7ie3Mgt 
(SubKd) *>I38MIU1£S«tU huIB-F 7lEiM& 
(SubKd) £Jfl^fc»9Myifc: J: 0 . 3 yfy7i 

imsmi 6] ss^t^yT-yy^m^m^mr't^ 
T-'-fumu-mx-h*) . 

^y^yy^^^mm^y^yyfSki^^LtM 
^t^yr-yymt. vyT-ywrnm^kft-z-ttsji? 

t*SE«yi£3SfrU i»ie« ; F^OtaaEJto£*frfc L 

mum. 

mi^yT-yvwm^-^ v<wmm*mmLfzmim& 
nm^mt cvimwmx'fo k> . 
mtwmiz&uxnm<7>-&zg&bLx. mieb§# 

ntmm 1 6 tzewf-ftimxm. 

huib^ ?ftnft<7)mtetiimzm'i<m&timz&.!8.Lx 

BUfB3>^y«yfi|cr)Bi^kSi(i. -9-yffijMli (SubK 
d ) X'h K> . 

msm^m&oimj&iLZgiftb lx. 
mm ( k d ) ^fflv^a^aat i 0 . «riB^rs3ii« 
(subKd) offi^^a^nw l . ms^rmm 
(SubKd) ^m^tzm^mmzx*) . nyf^va 

[li*JS2 0 3 BIE-r-^«rattr&tc*iV^, 
BulBnyr^'yfit^Hg^b^ti:, -y-TlEMSt (SubK 
d) ThK). 

mmm^m^mm&iL^^tLx. 

S'JSI (K i ) *JJH*fc«^$!8>I(cJ: 0. BulB-9-yiEiMgl 
(SubKd) «05X#^a5rllff m£?7Wjm 
(SubKd) Srfflv^m-^JMlctD. n^-xv-'yil 
£ i: *«f« fc -f SUS 1 6 KtBfUOx-? 

[ff^2 1 3 m^-it^y'ryy^m^m^^ts'f- 
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f-^t Sr^tf-f-^yvy i< ^mzft-f -g>tt^S<y> 

*i 4 fneBf^-fb 3>fv7 neoBX^s $• 

A. 

[00 0 1] 

«o»SL S^J&i&fcl^&^T^yoTIEfiJffl^lse 
it-f&ny^y'yiEfii^f-A. n:^ vyffi<S3rtfe. 

[00 0 2] 

To/5Af, «^^rV7 h-)i7f-? (KIT. .Til 
fj^nyfyy (Content) tPf^i) £, -O?— *>y 

l x ffifrr s -9-- h** imA, tssr t & t . * ^ , 

dvd. CD. lJ*-WKtiGTOtttfB1tK*& 

PC (Personal Computer) . W£*ffi#§. h&\,M±y 

[0003] mmmzit txi§imzix& =? y^yvMi 
murMtmrn^-th-ty h h vT#y?xiz£ -ox 

$r(l^^TV. S^IJt. y-AWB. PC«$<0flWIM| 

iX%mZtLXW£.ZtiZ,, 
[0004] y — A7o/5A, ^-f— 2\ B«T- 
^<W7hW- r?^ir>'>y{i, 

T. -ft^ony-r^-ycOKTPf-itLTfi. — Jgofijffl 
3HJR6. ttfr-h. jEM%3-— nzttLX . VyhV 

[000 5] ^-^C^&?lJffli|Hj|5g£|i|g|-f & 1 o<0 

se^3y7 i >"y^Bi^-ft3!aaT'*-&. mtam 

-*. y hm*itLXfflM-thi§&t,znyT-yyZv$mt 



ltejiu iEM3--wz*fLx<7>*-m*mt:m*-r 
h . jOBi— ritmifiztitdmmiz x ->xv§^m y 
y-yycom^m^rt. ^y^yyin±-t^mfS.xh 

[0006] miii . iBfli-1f fc»LT«HWfc=J >f- 

I C^?— H ) fclSfiU i— WiKqftSiut I c*-H 
5r-fe y h r- -y Ttf y ? X i fcJ45fS«fc: -fe y h U -fe y 

r- Ltzij— ¥com^m^m^xs§^t^y^yy^m 
nmzmf Lxmzi-thmmtb h . 

[0 00 7] IllSrfflvvC. ayxV^Sr^y^yyit 
•C'Bf-f-ft. L T Efi-t & 3 >-x >>y Eft ^ t A«B6«t 

[0 0 08] Hi«. ayr-yy (#sfi) Srfflf^Sfcji 

fiLTB4rf »r«M h 2 0 fctSttSSftSS-^Bflf 
fcETC&i. Wty^-3 0li. EM« (Kd : Dist 
ribution Key) ^nVT-yyJStt-^-f r- 1 Ota- W 
4 V 2 0lz&{&-t&. a— TIM h 2 Otcli. Mitff 

IC^-HrttciSJUi (Kd) ^LTM«. 
[ 0 0 0 9 ] 01 t^-t»f - ( 1 ) ~t=»o T«SsWtt 

v y«*'^'f M OT'ti. ( 1 ) 3V-f vyiflHUtT* 

n^T-V^H (Kc) SrfflV^Tn^-r^-ycOBi-^-fl^igi 

Bg^-T;Prf yXATftSDE S (Data Encryption Stan 
dard) *>'®fflT'§^.. 

[0010] &SM«f#*fc;fr5tti, f-^OBf-f-ftJiflg 

*aiot,cot lt. ies<t)-3-— <f z ti^MmmM . 

-Wz£Z>T-?T7-kX*W®-f&i>C0TbZ. Zcr> 

tt<Q{tmtfiZcBfr§rfc-fr£tfD e s ( f*- ^ m^mm ■. 

Data encryption standard) X'fo%>« 
[0011] 5K^tt*«H"fcftk:DESr/U^' 
U XA Sr 3 Stc LT jaSSrff =5r o h V T)VD E S %mm 

LxtiX^. d e s Bg mm®x°im& 5 6 1- y h am 

ZtkfcLxayryvmtLxmmL. h V ~TlVT> E s 
1 1 2 b'-y hna^jWKayfyyBt LT 
^Oid^rnyf-^ylKi. dtgt%tgS{c 

yfyystMts. 

[00 12] ayf-yvtmw b 1 0J4. ^t?t3 
V-T-^-yH (Kc) $rfflV^tnyT->- > y&Bi^fr-l.i: 
fckK. ( 3) ^LTtrj^T-y^H (Kc ) £<gg-fe 

>^-3 o*»^g«L^ieiMfii ( k d ) tm^xwHt 
■th. ^co^c75Hf^-fbr;ud'uXAi>- s ?>{iODES-^ 
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h- >J E fc'coftilgl Til- a' V XA«>1 V \t» tl 
h. Z hlzv%m\LZ}>-T->vm (Kc) iza Vfvvoy 

CVim.ffiikWzZblZ* fT—frt^-vi/a. (Hash) 
(IS-gttU ^•vi'j-mzMLX^y'ryvm.&V'i Y 

1 owtsmmzm^xm^w&zm-t. 

[00 1 3 3 ^y^rymrnVJ hi 0»i, (4)3>- 
f>7i (Kc) X"e%mtLtzo>7-yvk. . 

( K d ) TBS^kLfc3>-r>"y«l ( K c ) t . 
JSLW^f-?. $^>tc. 3>r->-yJS«^ MO 

<n&m$m*m*3--wz\*\\irx®,m-h. ;ti^>»f 

- * lift (cfG£ . £:"<7>IBftS£S8 £ il t 

h d d wmnmmzwm $ ft h . 

[0014] iftf -Y h 2 0?li. S-f. ( 5 ) 5WS 

f-^yStftlM h 1 0<*>&B8«5EBj»£, i-ifHf-f h 

2 0 |c W>B* $ ixT v SgSEBco^BBttT "SHE L . J Jk 

mm*mfrh-3v*fvvwm-4 v 1 o^^stk 

9tBU JROajL^V-fy-yitiftlM h 1 Oco^gBIS 

izx *> xm&m&msrth . 

[0015] -x— Wi, «A5$tfr£5112LTi«A£i*5£ 

-rst. (6>«a-fe>^-3 03&»4>5efRL3tEiM« 

(Kd) J-fflV^TBf^b^yx^^fl (Kc) co«-^£ 
ff&d. SeMffl (Kd) ti. WifiLrt:J:3fc:iEU*f3» 

**tf *>*uts«« * fcj±. %mmizmm ztitz*-v* 

iS*->l-%£<0£iktti;*—JUf*]l,Z&,itlZtlX^&. 

[ooi6] vsmtztitc? y^yym^mm^x'S. 
(7) zy'ry-ym&m^x^y'ryvrfm^ZtLxn 

[0017] mm*y?-3 oitwmm (Kdj^t 
a. jl— iffM h2o<7)Sfias>&u(i*-K*>''jL- 

Q<ryg.mWibhw$*i-v : z=J*.-iv turns 

fflSBEfcfiroTKiatt (Kd) coia^PMa. fcilffil 
[0 0 18] aicOlS^coiatc. ayy-yy<r)B§^t 

it^y7-yy<Dmm9mmttzii.mmm«Fmt Lx<oa 

yr-yvffi&y-i V 1 OaPfraajPHRffrC. 3>fy 

vmmv-i b 1 0 cosf-^-fi^s^'ga-b y?—tmmi. 

X^hmm (Kd) ^AWSItt'nyryylSt 

im h 1 o^^L^VT^ygi i^a-fev 

^-3 011 ~SM.3-—'fX'fo h J--"?? A V 2 QlzttL 



xh^it^y^yvmzm^htzsbcrm&.m (k 

d) zcoXolz. ^a-fe>-^-3 0{iK3M 

H (Kd) co^fcilA'iStttcJ; rynyT-yvammm 

Wk&XSMZ'tt^X^h. 
[00 19] CS&MMiBSSGMI?. 

rnmfo h \ Ait - y * -/Kc^ie l t # * & <i 

Bf#-ft 3 v X > V m £ Bf^-fb L T n y x >- V t ft (cif s 

3yf->-yii*w^^ixi,„ iiioip^yxfAfift 

fi«Ji:LT. C S * 4 V Ml B S t S^* WBaSTSffl 
lfi?>CAS (Conditional Access System) 
[0020] CAS ( Conditional Access System) 

fcL E(t#M (ayfyy) ^^?7>/;i/j!!!gL. x 

&mtti>iz, mmtt^mmt Lxmm-?h. tem^-- 

•flzli. iC^-WfJOBKiSfti, IC^-F(c 

Bf^-ft$iX7tX^ 5>-7;m ( K s c ) SrS^-T M. 
fc^cOV-^a (Kwk) *^tt$^&<, 

[0021] /t^tv-^ii ( Kwk ) 5rm^-r^ 
«<?5»ai<o^rffitt*«jb4wc, (Kwk) 

(Kwk) £Bfri§~fLLTffi{i-$-£. i— «f(c»UTaMa 

n^?5y^m(Ksc)ii, 3>-^>"y#ffltf^ 

Sr-S-tJ-ECM (Entitlement Control Message) mz-£ 

ttxmk^r-?tLxmm-th. ttz. 

wk) it. iftaiSiiTV^ I C^-Kco^aiJ-? 
(ID) $r#JPffi$8t LT1#OElVIM (Entitlement Ma 
nagement Message) lZ&&itXtkmfcX'i£1&-j-2>. 

[0022] m*riti$titz'7-?mt. jm^—fizm 

JHZtlX^Z I C%-VI,ZteMZtlfz-?X?m (Km) 
(Km) (i. #IC^-H»(c»Sr4 

si^si imm) x-hh. 

[00 23] -?A?m (Km) C^-H^Hfl-cT) 
HTftiJtft, SeW^nfc^-^fil (Kwk) 2rB§^-ffc 
LTSEft-r4^(c«. iEffiJ-— !f<0Sfi«<Oia (=v 

x?mcr>m i>znmthm.<r>v^\V7-^m^mmf 

H#^(c^JCGL^ I Dm^tfttS-ZtlXtS*). SfiSffll 

ta. §e«7> 1 c# - kc— gt-t^ 1 D5r»oBf^^bv 

(Km) S-3SfflLfc«-f-«ra$-HfifLTV-^lt$: 

[00 24] JL-- !f«iffit#LfcV-^a (Kwk) &m 
^XXtvyT-fVny^yy (#ffl) ^ t {, tciefi^ix 
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X. X7yy7;\sm(Ks) £JRt#LT. M%LtzX7 
7>-7";HI(Ks) JfflutX^^^nyfV^ 

(#*B) cox? ? y7;mm (?X7 : 7>7>1<) nimz 
URUayfvy (#») 

[00 2 5] 

"yffiftv-xxAt-fcivc. a v^r>v common-, 
uzmmi-zm. ^v^vvw^^ v 1 on. 

-?co&&m±cot:l>b<,zj<?7-'-7cD/\>yi/ J . (Has 

[0026] jl— f-»M hfti, SftLfc^-r-?** 
L^vyi- a. (Hash)ll:. g=S£&i§St£ 

«^7-/a (Hash) tt£Jt!&LT. -HRLfc^aflK 
SrLfcWJgU fiJffl*fr£WBU:». EiMH (Kd) 

-Cn^-f-yyflcoEXoaJU 3>Tyy%mmLX ^ 

[0 0 2 7] L*>U «*<0*jST(i. ftiayf^y 

v^>- > y£#JttftJt&&h'OMS£J:9. irUtf, ttS 

[0028] mmco* ??-?com%,tfiumm. ^ yf 

tt-9--f h (■fe^-fliilAjayfyyKKc- 
A 7 yit?:3>fy«t^ h^m^m (Ks)t 

(-try?-) <D«tfgH (K s ) t:«JEf|,^I5^I 

TMLfcfi:. ^^f-^KM«LfcA7i/ a (H 
ash) lit**— gcLTV^*^' d^c7)f-or .y?^ 

com ( kw) T-Bi-^^^T-^^a ( k c — a ) zm^ 
Lt^yfyyi (kc-a) £Btf#u BXftL/i^^ 

fy7l (Kc-a) 2rf£ffl LT#*SA £S£-fl> -I 

0, 3>f>7i (kc-b) £Btf§U IBiUny 
-rV'ygt (Kc-b) £<£ffl tT#fflBOS±*^^i: 

[0029]-*. ^^x-^coaXSt, B£$;tt;:J:l> 



3\E&3 yryymmmiz^xm3 Sr#BB LTlKBJf 
H3 (a) tC^-tidfc. CTi.(f3 0 0ncO»fflA 
£1 00PK'jt.J:-yi:. ^T-^Sr&BtL*:*!-^. 
KU^;f-?*^A 7 i/ i (Hash) ffiSrttgL 

£i><59te. =iy-f>"ytg«iM f- (-fey?-) *^jMa> 

flT $ fc^ -y a ( H a s h ) g t . 

[00 30] L*»U 03 (b) IZm-fXolz. mUi 
1 0 0 0nc7)#fflBSr^.^,7tWc, 3 0 0RiO#fflACO 

3 0 ora<Z>#fflA<o**x-*fcovvcog£tjaE£ 1 
0 0 ORc7)#fflB{c«J35-ri,j!aai: LTUfftl. ,1^ 
i§-£\ ffl&AWf^—frfrb^vi'* (Hash){ 

fft^M b (-fey*-) A>iIf>nTlf;MAW\ 7 y 
jl (Hash) tffcL 2(s:3fc#ffiB<JDt«T{i^-V^. # 
«B<?DtOfcLTlB|*fct)«fflA36»i5>lt&»ifen3tfc 

SF^rLTL*a. &xx-yr-m, isyii^uwMi 
^cograrcDH ( Kw ) TBf^-ftn yfyyfl ( k c — 
b) JgfLt3yfy7« (kc-b) £B8#U BX 
ft LfcayfyyH (Kc-b) 5rfigfflLT#fflBS-H 

SOORtc^-^-CL^d. 

[0031] flawj^f-AfcrtjttssifeifiaBasitca 
•^x^yfyy mm) M^mkconm^^xmA 

(Hash)tSiWU ^>-T->-y«#fctf-f h 

(-ty^-1 <7)tB^ (K s ) fc»JC-r&^BMI*4»ll 
flBEBW^^KOaJLT. W^Srayx^'y^-tf-^ h 
^7)^@T•PV'>T^#3t>'^•y i^j. (Hash) jit coit® 

*»rr&..io]t»fc:fc^T-ai:i|3]^$*i.6fc. n 

[0032] ««tMEjfta(c J: -oTIHt^i: =3r^>3yiHi 
^.T--yy°«i. lB^43t(iffliaiJSI^<0HW^II (Kw) 
TV&mtziyT-VVm (Kc) S-tl-^-LT^yx^yll 

(kc) £Btf#U W#L/^3>^>«y|| (Kc ) S-ffi 

iznm-fh^coX'hin\l. taAco^yfyyi (Kc 

-a) com%axt/mmAcon^.ii. jEmmmx'$>& 

*^ ^^x-^^'#fflAtc«JS-t^^t>A^*>^-r. ^ 
•yis^mco— gtSr^frt LTSfflB^rJ^x^^li (K 
c-b) OIXtf^il/SffiBcOll^&nJtgt-r-Sii&Hit 

[0033] 05(C, X-rf-fcOW.^mUzX <Qay 
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^x y^^ov^T^BJ-r^.. 77S 1 0 
IT, ^^f^'ySit'f h (-fey*-) f±#fflB$r, 

3>f/y| (Kc) T-ufHHkU xfvrs i o 2 

T\ #fflBcO^*f-*, fey*-^^| (Ks ) t 
[00 34] JL-lFiM hTJi, 5*m$fLT#3t#fflB 

r- * i*fi £ ft^g^ £ a <r>* * * t m m £ 
nfe**tca#»i4. xf7 7 , sio4t'iii-cf. 

ft£#fflA<0^*T-*#»4>;vy v'jt (Hash) tt^ 

sm-r s (mmz®t-?z> > . <wc*-r>y:rs 1 0 5 

x\ -sw*. -aLfccifcj&qE^snntr. -t-r-cw 
£i*^#avr t£ 3<t)t\ ^f7/s 1 0 7x% #fflB 

"$\ XT--/TS 1 0 8T\ #ffiAcOS^:ffl 
-fe y hh77^7^, B*iSjKrCfPrf«*t*^yS/ 

i (Hash) mcom^^m<7y£)mz~o\\xmb<r>7u 

*T-*#»&;vy ^ ( H a s h ) ffiSrff-Sl-t-S) (35tf# 
<I£®i-fl>) . ^f77S2 0 2t. iMft£flT£*: 

m< (m%mz®t-t&) . xf77S2 0 3t, 

LTI»Vfc£>. XT77S2 0 4T', W&AiZftl&t 

mt3 yr-yvmsmzm ( k d > ^JtJiran ( k 
w ) 5r mm LizQ&9mnz£ <o . 3 yf^ya ( k c > 

SrlR#-t*. Xf77S2 0 5t, Rj»Lfc3yf>"y 
« (Kc) TSfflASHi-r&ikj&nrrffifc^i. 
fc. Xf77S2 0 6t\ ^*tfffilCie#i§^^tf 
^■fey*-{cjl<iix^ 0 

[00 36] Z&Zolz. Vtmnayr-yvWimi'AT- 

A-c-ti, ^y^yycomm^w. m&%t'cDttiiummz 
<,zn->x<D;\-yis J .m£j&. m^wmzmfi u -x-if 

>y a 1 tffflBifttt $ tiX v *6r v *fc«> , Mayfy 

v \zn m l t v > i> p< * x - * k-pv %t a&g&iscs'? 

fdio 3 >f - y -y te*f jsE Lst 3 y -y it<7)SXi#^s 
S-SWUT^jEtcnyx^ySrS^. 5Wffl-r4fcv^d» 



[0037 ] #»Hjj(i. ±ifi<0|BJ»Slfc:*»T«r$*ut 

ffi, Mt/(C3yfi-* • ro^^A^^-r^ii:^ 
[0038] 

itm*mfc*ht&><?&m commit. 
ayfyymt^ ba^Bf^^T-^ySriSfiu 

•yEratM hiis ^yf-yvZ^yT-yymX'B&r'ltL 

nwMtxy^yyk* miteyryvrnzm^itLti 
B&mt^yr-yv&t. ^y^-ywrnrngitt-z^tsx 

•vft^yf y ^y^ i: hu ie^< ^f-^tmf-^WA 

•y^^»c^-ri»« z FS*&j-— r-»7^ hizmmt^m 

MZhh. 

[0039] $^>tc, ^BJ^^^-fy^yieftv-xxA 

w^^njaat LT\ BulBny^v-yKftlf-f 
swtL/sW8EBWk3 yfyyit Hiiie^ *t-* t $r 

-t-tfr— *# 1 £>»:tt;L*:>'vy>'.a.iii:, Huie^^W 
^il$rllfi : -r.2»«fi£-C'$)0. ISJt^atcfcv^Tl^ffi 

[0040] ^BJwnyT-y^Kfi^XT-A 

[0041] $^>c *%B^3>-x>' > yi2fi^x7'A 
D-7*Eiisa (SubKd)ti)^ fiie^ yfyy 

ESif -f h (i, miiy-Tm&m (SubKd) 
( K d ) TBf^-ftLfcax-*?: jl— »f-9->f htCjMfi-r 

EMU ( K d ) Srfflv^fR-^lMIC X *) , 
H (SubKd) OttfW&SfcaSfirU Mffi-'fTlSMIt 
(SubKd) «rfflv^a-9*ra(c J: 0 , 3 >-x>-ya 

[0042] $ t?iz. *%Bflcy>3 yy-yyRm^^ 
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<n— SQddBtKfcrtJV^T. Mien vyH^OBf-sNbB 

-f TIE^H ( S u b K d ) X'h 0 . >"f >>y 
Eft-'M Mi, Huie-9-7lE3^a ( S u b K d ) #jl 
~F-»M ht=ffla'JfcK*$fc.jfcfflSMt ( K i ) TUf-f-fk 

J&££^ttJ: LT, ^«>«*-r*19iBffl»Mi (K i ) £ 

fflv^awifc: j: o , m&yymmm ( s u b k d > 
ommmzmfL. imv-ymm < s u b k d > £ 
m^wmmmizx 3>-r>-y«£Jixf#-r&«j£T 

[0 04 3] *5WB<?!)IB20Wffi«, 3^t-> 

vx^yiwi^is-e&o, luierjv^v'yiEfS-f-f mc 

v >T , r? Vx > >y £ 3 y-f > >y HT'Bf ^ft t JtBf -f-ffc 
i-f-yysti, n^x^ycOfOT^ttSr^tf*:?^-? 

izM-t^m^m^^-^-f hizmm-? z>vmz$m 
s^firu SEiew&BfflEifcar^^fcLT. fries 

[0 044] *fH8<?)3>-r>'*yS©*&<0— 

*jftffl«t*j^T. frie^-— riM Mi, fl9ie«T*fe 

LfcmflBBi^Hfcn y-r>"y§ti: frfe^ ?t-:? fc £"£tf 
T ; -?#^ffajL/^vyi'. 3 .ffi£, fulfil yx^ygjft 

[0045] *%BJc03>-^>>yiEfi*^o- 
^Sfe®«fcfev>T, tufB^ry-x-^Ji, 3 ^r>-y of "J 
ffl«gtitSfiSr-£^, *HB3.-1f*M Mi, MIB-X^tiNS 

f^comtmrnizm^K m&ttm&s&LLTB&jmmf 
^yy- 4 izm Lz£j$.LtzM&ffimzi*m~fz>Mm 

[0046] *ftty<V=t>f-y>y&mj?£<7)~ 
TlBiHa (SubKd) X'fo 0 , ^T-^yfifflt? 

-f Hi, mrfe-^yEiiia (SubKd) ^leinn ( k 
asr^firL. Huie-i— »w Mi, m&vrm&nifEE 

f$3L£&frt LX . SilieffiiMH (Kd) 5 

fflV^fg-^-itagitCj; 0 . HUie-^nKMII (SubKd) 

ojwwtasfcssfr l . mmyTmzm (subKd)j 



[ o o 4 7 ] $ *f&aj03 vfv^yffifi^r&o— 

( s u b k d ) x-fo o . mfie^ y^yyRm^- 
-f Mi, mi-mmm (SubKd) 

— iTtr-f Mi, filB«^5^0^SE&iS-^ftt LT. 

"f-tb&iz-f&mmsm (kd ^fflv^ta^asncj: 

0 . (SubKd) coK^iifta^llfi 1 

l» ifrfa-9-7iEi*ii (SubKd) zm^tzm^-iumiz 
[0048] $4»c. ^m^m 3 commit . m^t^ 

>t> Vcr>im%m 5r ^fT^-4 r - ^J&S^gT'J) 0 , 

t . mim&nmT- 9 wz-tt ti&mm^fc? yf 
v^yitorofjiftasriitT-ri. x- - 

[0049] $ 4>(C *f6BBO-r-^«ia^a<7>- HSfi 

mimmt lx, mm^>7-yyw!.m^--( h^^mL 
fcfriBBf^-ftn >x > -y a t tulB^ ^ x- ^ t £ ^tff 

zmftt. mtjmmizts^xmm^^^bt 
x. mm^kayTyvmnMntmzmfr-f&ffifS. 
tt-thzbz%fW.b-th. 
[0050]$^;. *wm^-?%mmw.c7)-9m. 
mmz&\,^x. HuiB-r— ?ymmmt. mix 9mm 
<mm?i mizm~3< m&mm±f$. Lxm^wmmftx. 

[0051]$ t>\,z, *3mco?- ?mmgiW:co—m& 
mmiz&^x, me.? yr-yymnm^-imit. -y-yw. 

mm (SubKd) X'hK). milfi-r-^Ma^BJi, m 

sSM^m^com^aiLi^n-bLx. ^m^^wiM 

SI (Kd) Zm^timmmizt: *) , 
(SubKd) OBXtfMSS-^ff L, BulB-TyiSiMM 
(SubKd) frfflv^anwyncio. ayj-yvm 

[ 0 0 5 2 ] $ *»Hj<o-r-^«rai6ao-s(afc 

jMH (SubKd) t*$> 0 , mtr—fimgmt. m 
iznTm&nmEss&z&ttb lx. ^»*-r^wj 
m (k i ) fcjflv^sawifcj: 0, 
(SubKd) oKtf^ssriiiT l. mizvymmm 
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(subKd) zm\.vzfg.^9mizx*). ay^yvm 

[0053] $ *fHHO»4«0«ra«. Bf^-fk3 

n y r > wvfr^mmmcvn yy- yvrnzm^it Ltz m 

[0054] $ £>K. *fHHO-r-^»aarS<0— 

[0055] $ 4»tc. ^m^<r>f-^9m-)zm<7)- ms. 

SUffx y x -f -r 4 C« LT £j£ LfeBIAflH8*aj»r 
[ 0 0 5 6 ] $ *»Ji<D^-*«g#8ctf>-aEtt 

T-yyttoni^fkWi. -^iffi&a ( s u b k d > x-b 
k>. mim*m%,<r>mLj&iL£3kftt ix. ^tb&trt 
zwimm ( k d ) zm^fzm^tmizx o . mg&TE, 

H (SubKd) fcffl^jfcft-fjfiSfc: J; 0 , 3 >7->->y 

wmiz&^x. muf-^^m^miztiux. mz^y 
7->vm<?>imimte. v-TWMm < s u b k d > x-b 

tmm (k i ) zm^tzm^xmizx frie^nE 

li(SubKd) ^JXffJt&gsSr^fr L , BifK^yKii 

KsubKd) zmwzm.-Q*m*z£ o . n >x>"y 

[00 58] *^BB^5c7)fflS{i, Bf-^Ln 

y^yv<nU^W&*^ts^r--?%m*^>v ■ 

^m&wmmm -& twerps* 
•yy-t. ZMm-t&ztZftmt-t&^yt'jL-? ■ y 



[00 59] &i>. ^aj^yfi-^ ■ 7D^7i» 
*j^Tffitt-*-*ia*«tt. lit*. <5U(f. cd^ 

[oo6o] *&m<r>% iotcfisoaw. ifst^*ij*{i. 

WfcmWlz£->Xtyl>iMz%:Z,X-h?>o. Zct5. *Wffl 

mizti^xisxr^kte. m^mmcommmm^mm 

X'h K) . ^-flliS^il^H-fllftrttcft •& t cotctiRI a, 
[006 1 ] 

[ m&mmmm i c x^tais ] m i \,z^wm 
?y^yvm&isx^A.zmmthi/x^j±m$Lm*^ 

■^-f b 2 0 Oconyxy-yffifi^ (fiaji.{±'SciH^) 2 3 
Otcjo^TBf^-ft (XfyyfJUtmhlsts ) £iiT3 

>T-y > yEftgB2 3 0*^iift«fi, ^^-7-7f§ 

<7)#S3lffi#S$r^LTat— ifHt^ h 1 0 0<7)Sft3MS 
(fiaUti'STB : -b y h h ?7#7^) 1 2 0iC(*]tt 

[0062] JL-if-9->f h l 0 0co^fi#S 12011 

3y-7-y , yiefi^2 3 o*^cr)ie^i'r-^^Sft-r-g>ji 
<S>Ay?7 x.—ttmi-h. WMf—f^pco^yy-yv 

Lata. TV^otfciTJ^Sl 4 0lctJV>TttJ7J$ix-l». 

=jy^> > y7-'-^^a-^i!!ia^^iis-r-?»o«i. r-^ 
«si¥Ri lot*,!.. r-^jaa^Ki 1 otgftit 

Bl 2Ora«0>Ji.ti'I EE E 1 3 9 4 4 y^x-XK 

[0063 ] f-^»i#si 1 o«. Sfi^y^y-y 

<7)SSffliaif^fii: LtMi.lfHDDJrlTL, 
>f->-'y<7)fI-?3!aa : 5rt'5rllfi : -r-l>Bg^-3?! ; SgPi: LT«0 
^JfiTty'i-yH 1 -fe4f jlT^E^'j.- 

1 5i2\ »&«HBE«va. m^t^yy-yy^mm 

0 0 3^4 > <0«Sii«ra<?DlS5(?>ffi5BiE«ffiiS: Ifft & . 
[0064] r3>T-y-yieffgp2 3 0tcj;oTffifi$^ 
^riv-xv-yti, 3yfV7fI32 2 0*^3yf> 
> yi£ftgJ2 3 0(ca«$fli,. 3yf>-7flSC2 2 0 

T-y^lEftgS 2 3 0 icjstt-r-s. . 
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[00 6 5] ^-b'x^H-tey^SOOte, ay^yy 
jl-ITIM h i o Ofcrfclt&n^x^-yfiJfflttjfl 

3 0 0 fc<7)|gT\ nyxy^fiJffltcJCtJt^tC'PV^T 

*-^tn: 3 o otftsfcrnmrnmizj: o*s»a 
im h i oo^f-^jHi^gi i oc:i*ff-r&. 

[0 0 6 6] t-h"^fl-b^3 0 0i:a-f 

1M h 1 0 0<5Dt-^MS^S1 1 Ofc^co-r-^il 
<SO|Rt:»iffls:S8IE«Ul*^gfTSii. fflSgSEOJ&iS: 

•y v-a >ISTi«^ffc$;fxTj£gfl$ft&. ttmmiim 

^<0BiEP*fe:fflv^ii4^BlMHEBH»jiBSE^4 0 0 
fc£->xmi%iiZ>. ■t**.T : Z , Jx.-)Vl 1 51:11 
&BH», «HMttf>«"<7, ISiE^4 0 0^ < i;-)T^fi : $ 
n^lHSIiEBWW^&itt^nS. 1211^4 0 0(4, -f 

-t'x^i-fe >^ 300,3 yr-v'y^aiBft-tf -f r- 2 
o o c^lt i>&mm&m*im-rh . 

[0067] f-^jffl#g 1 1 O<73«C^08(~^ 
WSfi^S*^ <75 A* t - 9 (COV cry W&m&m , 

(4, Sl^n^C^^T-^J.— ffc^fSft^iJUTtS 

[0068)18 (C^rTx- r^MS^S 1 1 0 
4", CPU(Central processing Unit) 1 0 1(4, r— 
* mm Srt TSUt $ in & 7° o ^ 5 A <D H^J ftp £ ff=Sr 
V\ RAM, ROM^-f-^IEtt^BL fcit^-fe^jL 

t*s^l-/h i 5tUT««s*t>tie-9*!ffliiBia<o-r 

-?teil£fMffil, aft I /F 1 0 5 , 1 0 6^L;tf- 
[0069] ROM (Read-Only-Memory) 1 0 2(4, W\ 

UiC PU l o 1 tfmfr-t&y'af7£.. h&w&m*. 

tLXV>m&7 : -?Ztmt2>. RAM (Ra 
ndomAccess Memory) 103 (4, CPU101 (O^MiZ 

a^xmfiZixhyttyjj*^ ti^r/yayyM.^Mtz 
te^xw^itth^^-faimh^VT. v-?m 
®tLx®mzixz>. 

[0070] HDD1 0 4(4>'v-r-'7-'^?<7)$iJffll£j| 
firU A-Hf^^Cittl,#lf-^, ro^'9A 



faraways** «k i/mx-m t^ssru^-r . 

[007 1 ] -fe^iT^y-ZH 1 5, ^bty&SAM 
(Secure Application Module) Izj: -?Xffi&L£tl&V§ 

•yf-'-^ofs^a, y--}zx ( gw-ty?frt>cr>m&m 
(om. fo&i^tv?'ffimcov-t'x<gw-*:y7t,zni-& 

mmmzwn^h. w*/m.mm\ 22(4, 
(D&mMmz&tf&7—7cD^-ik%m. 

rt«W*y 1 2 3CK4, mz.tt*z*z.T=t: : J*-)V 

izm^comwfr (id), m^nwisw^iis. swah 

SB1 2 1(4, -fedf a7ty'i-;H 1 5 rtO^a^J 

[0072] ififg-f V^7i-X ( I/F) 105(4, 
■byhh77#7?^. SftSS, TV, ntkgiWM. 3 
^^^y^Sfrr^^M, £> h i^(4r7 >T->->y£- S^-f 
!>JIS(lJt^-r-l.-f y^7x-XT'$>0, ffliLlf I EE 
E 1 3 9 4jy?7 J ,-A®mZttL 3fcfc, fflfi-f f 
?7i-X(I/F) 10 6(1 t-t'Xfl-fey^t 

SMfltffcfiJfflSftS. 

[0073] [3 yf >- 'yiEftMS^I i ] a yy-yvm 

mmm<r)WM*m9*!m.'Lxwm-h. *mtmtz 

Tprfziyy-yvWm^^AX'ii, §imm (Kd) fcJ: 

(SubKd) ^fflV^^ < , 
[0 0 74 ] H9(CJ3UT(4, A. -^--t'X^a-fe>^ 
3 0 0lzisl-f&%m ( a 1 ) , ( a 2 ) , B. ay^fy 
VW&fflE+M btztufhmm ( b 1 ) — ( b 5 ) , 
C . :x-iFlM MzfctfS^il ( c 1 ) ~ ( c 4 ) 

[007 5] ^-T, A. ^-b^S|-fe>-^3 0 0(4, 
Wtmm ( K d ) 5 0 1 tS£X/-V7W£m ( S u b K d ) 

5 0 2Sr^L, ztit>iz-?\,^x<7wm&mtf'f&. 
-t'x<gw*y? 3 o 0(4, ztih^minMAzm^u 

t-t^fHry^3 0 0ll (al)<0 

^at lt , y-Twmm (SubKd) 502^, 
m ( k d ) 501 xmmtr &ym*'a% 0 . 

[0076] Bf^-fbJJiacOT^rf 'JXAt LT(4^-»«0 
T/P ^ y X A*W3«Ttt-c* 0 , i tf ft* W=5r*jMI 
Bf#7*^^yXAT$>^.DES (Data Encryption Stan 
dard) *SIfflT-#&„ $A.(C, 3^tt»4rf-^(CD E 
ST/Prf y X-i,?- 3 Jt(l LT^a^fl^r 3 Mi 7VPD E 
SS:jgfflLTtJ:v\ D E S t&HkSmVitmM: 5 6 1' 
•ybcomzmmL. hy7VPDEST"(41 1 2t'-yhO 

^300(4, mm-t^vt^-itij^izmttzm^cos^m 

( K d ) 5 0 1 te£XfV7Wmm (SubKd) 502 
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[0077] ( a i ) ^Ma^ss*. mmm ( K d ) t- 
mtrimwzixtzvymtm (subKd). -t%t> 

*>. Enc [Kd (SubKd) ] #±j££fl4„ ZZ 
T'Enc [a (b) ] {±. b £ af«tftLfcf-^t 
^•tt<7)i:-ri»„ m^^yffiiH®E n c [Kd (Su 
b K d ) Hi. r? yf >"y WEflW-f r- 2 0 0 
£fl4. 

[00 78] EiHH (Kd) 5 0 lfcovvCfc. 

n^^yggiEff-'M h 2 o oiz&m-tzw^ mms& 
iz&»%7-?mmmcof3im<r>mL&mtt&tz)f>. (a 
2 ) cojaat lt . mmm (Kd) 501 ^Bf^t^a 

(DES) S^frUnyf y-VflflSfit-f N2 00 
znifr&cDS^imt LTti. Mttf^y 
h200t, +r - t'X^a-fe y ? 3 
OOlSJfcfcvvCffiSJHiEWrafcl&lfU WBWmnmG. 

«t^7y 3 y| (Ks ) ^awa-riitj&^c* 

TtJ:^. 

[0079]t-t'^flty^300li, IE 

ain ( k d ) 501^3 >■? yvmm=t-— ft Lxmm 

Ltz^-^-i MO OlZvtftth. Zcom^cr, 

m&ttimizWiLxit, ^>f>vwmim+r4 Y20 
0 1 . i-if-^^f h 1 0 o«o-r-^«ra#aiafc:*jv^-c 

*B5f2!iB!UI£§*mU ISH^fiEASr^ftt L. I2SE*a 

a<7Dfg^^-ti>-b -y ^ 3 y^mmtxsjm <k 

[00 80] #1::. B. av-r^yWaSiil^-f h20 
0K:fctt4^gKo^Tt&ByTt.g>. av-r^VBSEfg 
t-(b20 012. if (bl) W^Uli: LT. 3>f> 
ySrBf-^fbf&fcAOny-f >"V« ( K c ) 503^4 
j£f4. 3^fy7»i. SLSt^^Stcfcv^T^L 

S*^ft«ffli-C* 5 6 h' y h^ML 
Tnyf-yy&fc L. r- U7VPDE S^li 1 1 2 b* 

[0081] mz. ayf^'VflSiir'f h 2 0 0 
«i. (b2) <0*!UItLT. ^jSLfc3>-r>'yfll (K 
c) 5rfflUT3>'^>-ycOBf-f-(k5!ia5:llfi 1 't4. Bg^ 
-fkJaacOT^^'J XAi: LTti^ScOT^^UX^*^ 
fflnJlgTj) 9. DES (Data Encryption Standard) . 

ttiiih y t^d e s wmmx-z 4 . c: <rM^\wm<r> 

Bt-f-fbnVf-^-y :Enc [Kc (Conten 
t ) ] 5 1 

[0082] rj^T-vygSEftD-'f b2 00 

<i. (b3) OSaatLT. t-t'^fl*y^3 00 
*»^5f<SLfc«#-fkSilfc"9- yWMmy-'-^ : E n c 

[Ks (SubKd) ] HyyayiKsTStL. 



■*71B8« (SubKd) 502 SrB5tf#f 4 . 
[0083] r? yr-^v^Slied^^ h- 2 0 0 

ti. ( b 4 ) cojyia t lt . am* l^-ft-Ei*® ( S u 

bKd) 502£J8^T. 3 ^T^y® ( K s ) c7)Bg-§- 
-fkSHSSr^LTBIr^-fbn^xVyaT-'-^ : Enc 
[SubKd (Kc) ] 5 1 2Z±f8.-f&. 

[0084] mz. a >-f ^vbfwmum h 2 0 0 

li. B%^t?>7-yymT-3> :Enc [SubKd 

( k c ) ] 5 1 2 i: . mtmw. a\z-mmmm<?)& 
mcovyTyvmmmmmwfr^tc&xfT!-? 5 2 1 

t<0iR*(0f-^s -T=5r*>*>. (Enc [SubKd 
(Kc ) ] +^^7-'-r?) *^ys-y^i (Hash)I 
Srff-ff L . n yfy7«Hft-f r- 2 0 0 <7)W8m 

( k s ) Srfflv^**^««yi < b 5 ) zmtrrs. m 

XJ^X'hh E C C - D S TUff $ft4 . 

[0085] 3yf^tmit'(h2ooij < _ha 

<7)Ma(Cj:-?T^)SL^Bi-^-f[:a>T->"y : Enc [K 
c (Content) ] 511. W&WmZ&LtlSm 
•ffcrj yf>7l :Enc [SubKd (Kc) ] 512 

t*??— 9 5 2 1. fcir/, t-t"xfi-ty^3 0 

0*^g(tL^Bi^t-9-7lEj*a : Enc [Kd (Su 

bKd) ] 513. $ ^tc. a v-r^yssEiUM h 
2 o o^gBn ( k p ) zffltiLte&mmmvmzz-- 

hizmixmrn-tz. 
[0086]^:. ±te#x-^ z^m-th jl— itim 

h 1 OOtiJltMHIOHTRWi. i~»r+M h 

1 o oTii. ae»fi*>ttt>f vmcmm^ 

RZ-ftLXmUHz-y hh y7Xv?xm<0%m^fkl 

2 0^tJ^T7 r -^^ft2-^V^. SflT-'-^SrT-'-^ 
Ma^Sl 1 0{c«EiH-r4„ gftx-^«i. -r-^^a 
¥8110 O^JxiiVN- Hf ^ x ^^tf0ieM¥S^-B. 

[0087] H9T'{i. ^ft^><7)^tt7--^{ci«-4ita 
a^JlSr (c 1 ) - (c4) fc LT^LTV^4o if. 
JL-- tf^-^f h l o OT'ti. ( c 1 ) cr>%m.t LT. 3> 

x^^yffaiEfi^-f h 2 o o*»4>5£<SLfe**«yi**t 

LJ^BS^-fb3 y^yym : Enc [SubKd (K 
c ) ] 5 1 It*??—? 5 2 1 OS^fiEJiiaJ-ll^r 

A^ffi'y aj L^n>T- v^y^siid-D-^ h 2 0 oco^ 
IKciOWv^ffl-tfflt. SdT-^TS)4 (Enc 
[SubKd (Kc ) ] +^^^-^) *^A 7 ya 
(Hash) <I£frJ|: L^^Hi: *^-grt4 
^T^rT$^4. -RLTOfc*&tt, S^'iEL<. 
X-^. -r^ri?^. SflT-'-^T'fci, (Enc [Sub 
Kd (Kc) ] (V&m^^kVlfet} 

fcV^TSx-^^'-gcL^^oTtiS^S. f-^BdSW 



(12) 82 003-51816 (P2003 - 5tg+%m 



[0088] m^muzm^rrh t. mz. jl-wj 

MOOTii, (c2) (D&WtLX. ziyr-yyWM 

ffift-f-f h 2 o o frt>&mLt:*&5ikV7mm •. e n 

c [Kd (SubKd) ] 5 1 3£. ^-h'XWM^y 

?3o ofr^mitzwsjm < k d > 501 zm^x®. 
^aswfcstfru yrmm (SubKd) 5 0 2 s-nx 

[ 0 0 8 9 ] ifcfc, MOO "Cli, ( c 3 ) 

conmt lx. ziyfyv^mum^r^ v 2 0 oa»6g 

fiL^Bf^-ft^y^vya : Enc [SubKd (K 

c)] 512^ jto(ci) ojagr^fL^^ie 

jM® ( SubKd) 5 0 2£fflvvtf!-5§-*!UI£!ifi : U 
rjy^^^yfil ( K c ) 5 0 3 2rJJ5tf#-f £ . dOfl-^Jfta 

yj-yym :Enc [SubKd (Kc) ] 5 1 2T'£> 

[0 0 90] jl— <P*M hi 0 0 Tli, (c4) 

OHimtLX. zyj-WSffigmw b20 0tpi>& 
iELfcB^lt^yr-yy :Enc [Kc (Conten 
t ) ] 5 1 1 $fctf> ( c 2 ) ^ST'flXtfL/cn^x 

iryy (Content) 5 2 0 SrEWf-t-S. 

[00 9 1] mmLtz^yryvii, f-^MSfgi 
1 0<OW >^7x-^Sr^LT«SRS<l3t-fe v h h v~T 
it- >/9X, 3.tzlZm&^f5tkLX<7)TVI,zmmZtin£. 

[0 0 9 21 IMLtzmmtcH^X , ayy-yvmmw. 
mV-J h200li, m^-ft^>r-yym : Enc [Su 
bKd (Kc) ] 5 1 2t^^f-^5 2 1 OjSOSW 
-^>f,A 7 yi(Ha s h)fI$:it*LT, ay^-yy 

wms.m*M bnwsm ( k s > xw&auifciiw- . -x 
— riM h i o o-^Etff4**«iiE*aatt. Sdx- 

r?T'$>& (Enc [SubKd (Kc) ] 

?) iz*t-t&&%,mm.tLxmftZixzzki l z*&(?) 
x\ m&mi'r-fiz't&tizssmto >7-yvm*m 
cDziyryvcohcDizwzfrt&tm&mwmizikM. 
lx. imxr- yycomntm^^ti^K ^t, n 

^jE^T3>-7 : -v > y<7)fiJffl{iS^$iX'i.^i:^^„ * 

[0093] [^yy-y^mm^MM2'\ mz. ■m2co 

ayryy&mmmMk IX. t-t^flty^frf, 
i-fiM h(c^LTiSiIf| (Kd) SriMftiTS,! 

>y mmmmv-j h tf&mwmx'tfr^it l ti^mm * ng^ 
*s^tcov%Tia i o 2r#Hs Lxmn-fz . 



[0 0 94] *ffiJc7)rJV'r> > yiBfi^'rAT'{±, ify 

wmm (Kd ) fcii/raa <k i > *m\^h. tztzi, 
i = i-~nX'h r ). &*tim%&mx'h&. zomwm 
(Ki)ii. m#j3-—fizttLx-t-t'x<gm*>?ifi 

m (k i ) £ \*im Lx$yfij--y ! t l ztt5-iktzii&5--t 

a.-i)-'(i, WJSI ( K i ) I C*-H* 

f-^«$gl 10 (07,08#gS) fc-feyhL 
T. fflJMft (K i ) £3ffflL**PI£*firf£. Mttf 

m8coT-?vm^&ffimz&\,^x. ^^7^^- 
;n i 5#7-'-?X!ui#m i ofc*ti/t*«»rffifri 

[ 0 0 9 5 ] m 1 0 £#BB LX^mtmiZteifZ a yf 

yvMimmm<7)-y—ryAzmm~fh. mi out. m 
jfcnmmMi tmm. a. ■y--\z'x t gM-ty?3oo< l z 

fcltS5ra(al), (a2). B. 3yf>"yW 
ffilM Hc*JJtS«Sl (bl)-(b5), C. jl— if 
-|M Mw*JWi«iS ( c 1 ) ~ ( c 4 ) £*LTV**. 

[0096] A. t-t'Xfi-fey^3 0 0li, 

«JS ( K i ) 6 0 1 &J:W7'WBm (SubKd) 
6 0 2$r±fiS;U >IiX'otCO^T<7)«UlS-S|^S„ ffl 

s'jn (k i ) gm^-^ngi izmtx 

lZ±fcfh bOX'fo K) . jBtto.-U' {C«LT0iJi.tf I C 
^-H««>*^A-;nc«aftL"riHliLA:aii, a. -9- 
— t'xtgm-ty? 3 o o(cfc-v>T|Bi— ^n^m^^-r 
y-ywMm (subKd)ii mm^yry 

t-t'XfSH:>?3 0 0li, Z.tlL><7>m*ftMaz 
&3\.vX£.WL-tZ>. t-h'^-by^3 0 0li, (a 
1 ) cD^Hli: LT, «!1 ( K i ) 6 0 1 5:fflV^T, 

■^71^^ (SubKd) 602 ZB&Tfc-r&umzfi 

a. t-t'xfi-ty^3ooii. 
izfotxzLf&mfronmomsm < k i > 6 o i a = 
i—n) zmmi-xyywmm (SubKd) 6025 

mHHfcU nfflOBi-^-fb^yieiMa: Enc [Ki (S 
ubKd) ] &£jRt&. 

[0097] ^iWm&TlV^ VXJ»k LTtt#S<30 

B§#T7L'd' , JXATfc^DES (Data Encryption Stan 
dard) ■t>mmX'£&. £t>l,Z. ^ttSrJtTfcAfclDE 
S T/l/=f D XA * 3 MlZ LX&m Z'tt ohV T)VT> E 
S5r®fflLTtiV\ VESS^i\3m.X'\tm&5 6b' 
•^(OlJrllL, h'jTVPDE SfJil 1 2b'-yh<50 

9 3 o o it , mm-t&w^tt.ttizmttzm&comzm 

( K i ) 6 0 1 &£T/y-y r EMm (SubKd) 602 
[0098] ( a 1 ) O^acO^m. nfflcDflSSiJ^ ( K 

i ) x'sg^tiimztiKyTigimm tsubKdi.t 
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Zch-h , Enc [Ki (SubKd) ] ( i = 1 — n ) 
tf±f8.Ztl& . n ®cr>Vfr^fcyy r mmE n c [ K i 

(SubKd) 3 yf yvwrntm-r a v 2 0 0 

[0099] £tz. V-7WMm (SubKd) 602 tZ 

out . 3>f h 2 0 0 tcKin-r-i. 

fc*>, ( a 2 ) fOffiSi: LT . I^Tl^Sgl ( S u b K 
d) 6 0 2WHft)!ffll (DES) SrH^LTrJ^fv 

•y*sEfHM h- 2 oocsiti*. z<&*&?MWk 
mt lxh. mmnyT-yvwmm+M h 2 0 0 
i: . y—t'xmm-ty? 3 0 ofSHc^TfflsiMiyi 

£ L , aSE«ia<OlR(c*Jfi-r&-k 7y 3 yl(K 
s ) 5r Sit #T'# h . * & V ^i5R*-ag*iIfc:« 

CO 100] iJctc. B. nVT-V^SlEfi^ h20 

*M h 2 0 Oil (bl) cDjftSi: LT. u^t-^ 
-yfcW^ttifcA^a^^ya (Kc ) 603£r± 

^y^yymn. &$m£3iW.izt$^xft±L 

dfcjR-rs. 3 >x yyflitj: ^w^fbca^Mi-if d e 
s wHkjmx'b h t§>^\±m& 5 6 1' y h l 

T3>fV7li:L, h Ur^DES«0^-Jil 1 2b" 
•y K0j|^*»-P«*3y-5r^y«|fc LT£j£f S. 

c o i o i ] mz. ^yr-yvwrnm+rj h 2 0 0 

<i, (b2) <0*a«2:LT. ^jaLfcayr-vyai (K 
c) im\*X3>T>V<W&WH^&9&Tt&. Bf-^- 

ffl"IfgT'£> 9 , DES (Data Encryption Standard) . 
ttlli h U y'JUD E SjWWBT* 6 . £ £OHf^tj!{li|cO 
*S», Bfrf-fk^VT-^'y :Enc [Kc (Conten 
t) ] 6 1 

CO 1 02] nyx^y^BHEft^M h2 00 

13. (b3) OSfiSfcLT. t-b'Xfi-lry^3 00 
J^SfiLfc«refcSilfcir:7EiaS*T-* : E n c 

[Ks (SubKd) ] 3:-t-y^3>"S!Ks-efS-Sf U 
^ylEiMH (SubKd) 602 . 

c 0 1 0 3 ] mz. ^yy-yvwrnmy-J h 2 0 0 

(J, ( b4 ) commt LT. TO#L^71E^^ ( Su 
bKd ) 6 0 2§rffivvr\ 3yf>-7l (K s ) C0B§# 

^b*aas-Hfi : LTiis^'fl:3v-f> > y»x-^ : e n c 

[SubKd (Kc) ] 61 2£±f&t&. 

coio4]&k. ^yryvwMRmw r-200 

(2. «§^-it^ yy-y^mf-^ : Enc [SubKd 
( K c ) ] 6 1 2 t . WSffiSS. 3f-$lJKWfg^# 

a^n y-r yvmmmffimfrt>%&x 97—9 621 

b<7)M1j<7) c r—? . -tftirb. (Enc [SubKd 
(Kc ) ] + *? : f—3>) *^A 7 y a (Hash)l 



£fr*U n^v^y^JIiefi-tM r 2 0 0cr>m&g 

( k s ) Srfflv^s^^a ( b 5 ) fcss^T-r*. m 

XM,X'hh E C C - D S AlzVi-o TUfir^itS . 

co i 05] n^yy^aien^ b2oon am 

rttmiZj: -?TM Lfe«f^ffc3 yfW : Enc [K 
c (Content) ] 611, *&*6S£iSUili§-* 
It? y-ryym :Enc [SubKd (Kc) ] 612 
kX^f-^621, t-t'Xfl-by^3 0 

0*^SftL^Bf^^7lEjMa : E n c [ K i ( S u 
bKd) ] 6 13. S&fc. 3Vx>"y«aEfi-9--f H 

2 o o^ii ( k P ) ztmLfrAmsmwrnzzi- 

~<?*h hiz[*mxmm-&. 

c o i o 6 ] m*.&fficr>mxmty ucas <&> 

nditional Access System) fciJVV£, 2(s^|]5ii?lJ<35ffi^ 
£j&ffl-f & £ i: #*"TfgT'£> 0 . itfM&^fctt. ayy-y 

ygm&mvf h 2 0 o*»&.x-iriM moocsl 

T3M<g^-4**«ffliSrJfcLfcie^fb3 ^^yfll : E n 
c [SubKd (Kc) ] 6 1 2W^f-^6 2 1 
te. 3yf-> > y#ffl'tf$8Sr-i-tS'ECM (Entitlement Co 
ntrol Message) rt£*4-£Ttt3*r-* t LTiMfTf 

ny^y-yssffifi-iM h2ooKa- r 

1M M 0 OlC^LTjMd-r^Bf^-ft-yy^iMa : E n 
c [Ki (SubKd) ] 6 13 ti, *i— TfcaSii 
TV^S I C#- HtfDaWlff (ID) ^#Jn«#t LT» 
r?EMM (Entitlement Management Message) Iz^&lt 

xummx-mrni-z,. 

c o i o 7 ] mz. iM&^r—rz&m-h j--- 
h i o oi,zt3ii-&%imiz^xmw-t&. 3-~f*M h 

1 o oT-te. mm%M.$.tzi,±-4 y hmomm^ 

SS:^- LXmili -b y h h -v 7"^ y ^ ^.^^gft^S 1 

2 0(C:fcl-vC7 : '-^§fi£fj : S:VK ^(It-^?-^-^ 

i oizmm-tz. sfi^-^Ji. r-^j&a 
*si i ocvrntw^-VT-' < x7W£<7)im^mz— s 

[ 0 1 0 8 ] Hi Otli, >Iix^cOifStt7-'-^(C*H--S» 
MS¥)l?r (cl)~(c4)t LT^LTV^. 4 
f.a-ft'fMOOtli, (cl)^liU, 

3 yt y v 'BW&t 4 h2oo *^sft Ltzm&Mm 

^mLtz^-it? y^y'J^: Enc [SubKd (K 

c) ] 6 1 2c>^f-^6 2 lcom&tmmmzmft 

*) tB L7t 3 >-r > > y^affi(l-^'f h 2 0 0 co&ffl 

m^mmtxm^^mmt . sfi-r-^r*-& (En 

c [SubKd (Kc) ] +^<^T r -^) a>Wyi^ 
(Hash)l^S L^c^*i: Stt" 2> fi*Zjl>HZ J; 
-5T*rr$ix.2> 0 HRUTV^*^i, S=S^'iEL<. 
f-?. -r^**. Sfl7-'-^T'J>& (Enc [Sub 
Kd (Kc ) ] +>^-r-^> OK39t*^V^tfiJ^$ 
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[oio9] m&mmizm.p}-th t . a.— 

h 1 0 0T14. ( c 2 ) OJaafc LT, ay^yy^m 
ffift+M h 2 0 0 *^Sft t^Bfrt-fk-^^EMSi : E n 
c [Ki (SubKd) ] 6 135:, •^-f.Xl^-tey 
^30 0a&»^«>S«ar*fl5fliai|j| (Ki) 6 0 1 

^xm^-wmzmnt. vrmam ( s u b k d > 6 o 
[oiio] avT^ytfsms^M b 2 o oa»&£fi 

•tSBf -f-ft^TffiiM^ :Enc [Ki (SubKd) ] 

6 1 3(4, ^-^m~mttz\---n<r>&mmmx'm j 5it 
Lfzv 7%mm<?> r - ?xhh. xyr-yvwmimy- 

b 2 0 0*^^fl^-^Bi^-fb-9-mi*^ : E n c [ K 
i (SubKd) ] ( i = 1— n ) lZli&"r-?mzm 

sw-ftfn-s-ztixiso. ^coms^-fii. 

VizmZtlX^Z I C^-Hco^gij^ (ID) fc*fJC/r 

- MC-gctS 1 DSr^oBg-f-fCHf^lSiMa : E n c 
[Ki (SubKd) ] T-fcoMtRmmZmftLX. 
miRZtltzB%mW7mm :Enc [ K i (SubK 

d ) ] iztiix. i ct-bizmmztitzmmm ( k 

i ) L^a-f-^aSrH^fLT-tfyiS^il (Sub 

Kd) 

(OlinaC. MOO T'ti, ( c 3 ) 

fiL/cBf-f-fbnyf-^-yl!: Enc [SubKd (K 
c ) ] 6 1 2 Sr. (c 1 ) cTDMaT-SX^t^m 

ii(subKd) 6 0 2zm^->ximwmzmfTi. 

^yy-y^m ( K c ) 603 £Etf#-f & . .1 OfS-f^Jl 
nm?rttm&, W%,*tm'r-?#t l zfe&iZtifcf%mkzi 
>7->V8k :Enc [SubKd (Kc) ] 6 1 2 T'£> 

[01 1 2 ] mz. MOO T'Ji. ( c 4 ) 

cVWmt IX. ^yr-yyfmmm^ h 2 0 0*^S 
mLtcm^^yr-yy : Enc [Kc (Conten 

t)] 6ii^^(c2) o*!uiT'ffitf# L^n y-f 

yvm (Kc) 6 0 35rfflV>TtI-^-3!aS$r||^L, 3>" 
fV7 (Content) 620 *W&~tZ> „ 
[0 1 13] JRnLti=>yr-yyi£. f-^ffl^gl 
1 0<0-f y^7x->c.S:^LT«^ix^-fe y bb-vT 

x-vfx. &wm£.^®t LxvTvizmmzix&Hi 
[oi i 4 ] _ti* Ltzwmmz&^z i> . =j >yg 

SIEftUM h 2 0 Ote. Bf^-rtnyxVy® : E n c 
[SubKd (Kc) ] 61 2t^^f-^62 1 <7DjR 
M-?MA 7 -/i(Ha s h)ffiSrfhS[LT, 3^ 

x^-yi^ffifi-^-f h<o«^i ( k s ) -c«*«si*it 



•r. jx-itim h i o o-^iffr4*««BE«yu±. s 

f£ J F—?Tt>& (Enc [SubKd (Kc) ] 

cox\ m&ttmT-'-fiz&tti&m^-iteyTyvmz 
mo? y=f vyot,<7)tca^ frt h hm^Mwmniz^ 

[0115] «j« ( k i ) 6 o i yvmm. 

WMV-'i b20 0frt>JEM%J-—V t y4 MOO 

§ixTE^$ix, jEM^—TV^ MOO {cfewcff 

[ 0 1 1 6 ] ZOi. o fc, ^Bjco^x^AlcfcviT 
ti. WJH (K i ) Sr. ^y^yy^iEfl^^d^Ji 

msmw Yiztsvhmm (k i > co^^a^j^ 

[0 117] \.X97-9&&VayT>vmzftti> 

m^mi mi ic, *?wHw»i«fe:tJv^T*ff§*i.s 
*^«co^iiE(ca^ < 3 > -f y v ( #a ) ntkco&m 
mmz^xmm-thmzTK-t. 

[0 1 1 8] 01 1 ( a) (4, jELv.3>-7 i >>yfiM© 
«, 't ! 3:*>t>S*«eE* t *S: (OK) L. 3yfV7 
(#») S^WW^TSni^^MT**. ay^yv 

bx-a. m&miattox -vr 

WMM (SubKd) X-v&rftLtzziyr-yvmzttl- 
h/S yisjL (Hash) m^HM-L. ( K s ) 5r 

-fylEMft (SubKd)lt ( k d ) 

(K i ) tioTBf^-fk^ixJtHi^-^TlB^i 

[0119] jl— (fnf >r h-ctt, Bg^^y'iejiii^se 

M« (kd ) 4fc«. WJit (K i ) Ci-,T«fL. 
•9-nBMH (SubKd) SrSXffL, ^y^yymm 
A)fcJtJtEf S3 yfvyi (Kc-a) SrBg^-fbLt 
n&ffiiMa ( K d ) Sr. W»Lfclf rSiS« (SubK 
d) •ClI^-r^^fctciOIRWLT. EiMa 
( K d ) tcgo'v vrBf-SHtn yT-y-yaofa^-MSIS-ll 
^-TioIttCj: 0, 3yf>7i (Kc-a) 
U K#L^3>-f->"y|| (Kc-a) TBf^-fbn y-r 

y^y^a^-Sr^oT n yfyy $rn^f M-t-s ^ t 

[0 120] LfrL. 09. 01 O^fflv^TKBBLfcJ: 

oiz. mkm (kd) sfctt. (k i ) izx^x 
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[01211111 (a) SfflAfcitTi,^ 
^T-^t#fflA(7)Bf^^3yT-V>ya (Kc-a) 

ftL.tz4>mmzm^xmfT?&. #«a^ 

^tt^^^T-"-^ tSfflAiOHf^-fb^VT-V^H (Kc 
-a) tS^V^Tlt^LTt^y^ifflt , S£,tC*tLT 
^fiHti*3MLfe«rafc: «t oTJW#£ix Sffili, ¥—9 

l^S. iot, iJW);*^"/ 37"fcLT. EiH»(kd) 
*fctt. {fflS'JSt ( K i ) icj: oTiWteSfufcflHWt* 

9, 1 0fc*Ht4 (c2) ~ (c4) ) £HfirLT. 3 

[0 1 2 2] HI 1 (b) (TMfr&li. #«At*H-ft^ 

>"r>"y (SfflA) <0flflg**3 0 0Rfcie$i$fLTV^7t 
*>cr>£ 1 0 0Rfc&KL*:i:-t&. jl— if? 

9b9tilA0&ft1£a>y-yym (Kc-a) (cS^V^ 

Jt«S(cJ:-3TlR»S<l4ttti:<0Jt«fc L-T^^il 

#«A*>##<Z).X 9^-9 k SfflA<7)Bi^-ft.3 VxV^ 

St (Kc-a) izm^iXMmttz^-yi'x.miztfLX 
%ZtLfzi><DX'fo&frt>X'*>& . fifoT, S£J$iiEj&£ 

s#0SfT$*w\ sfetaaaas <si9, io(c*jtt& 

(c2) - (c4) ) tSUf^rflgk^O. 3>fV7 

[oi23]ii i (c) cDWr&i±, mmAizm-z* 

9¥-9km&A<fflftte3 yf>7i (Kc-a)C 
fl^a^-r^y (#fflB) OfOfflS-fr&iJd k-fhMX' 

t^xm^yryyco^iEmmzmftLJ: a t ufc« 
^sawc $> 5 . z com-fr . a v x-9m $ n 

itoy^rW®: (Kc-a) Cl^uttSLitA 7 y 
LT\ BE3M^ ( k d ) ifctt, fflS'Jft ( K i ) lz£ ~>X 

B^tztLtzm^tvywmm<nm^mm&mffzti 
h. l*»u m^Ltzvym^mizx-ox^im^m 

%ay?>ymt. W£t^l^£*L*#lflAtc*hr& 
ay^yvm (Kc-a) T'S> K K ffitoa ^r-^y (m 



3ktttLxm%2ti&a>7->vma. m*mnrr-9 

iz-S&ti&ayryy&X'foK) , ffio^yf > i y<Og§ 

[ o i 2 4 ] ia 1 2 ic . ^B^s^^tena^^t 
>-?>vvwBt{&M hxn. mwtm* j &tfX9r- 

9 . -^7lEi*Si ( S u b K d ) TUS^fk Lfc 3 V-f-vy 
SttCJtr^VNy^jL (Hash) ffi£ff£U Hffigt 

(Ks) zm^xm&zzmL. i—yy-i htzmmt 

-^-ruina (subKd)it ibjM« ( k 
d) ttzi±. mwm ( k i ) izi^xvsmtztitzvm 
it-?7wmmt LX3--W4 hizmm-th. 

[0125] JL-1flM htiS^tJaE^nvf-yypi 
SfflAOBi-f-^nvf-yyH (Kc-a) fcgr^Tff 

Wct&ZblZ*&. -RLJtifcSrafefrkLT. i^cOX 
f7 70H^M$^l.. -f3r;b*>. EMSI (kd) 
*>ttt, fflS'M (K i ) &Xr>X*&MtZtifi:«&Hfrr 

ymmvm^imtfzmzti, zkizmmmm, 

T>V(&mA)lzttfo-f&a>-7->ym (K c-a) $■ 
Bf^-ftLTV^ffiiMIt (Kd) Sr. m^Lfz^-fSmM 

(subKd) x-w.*§r-t&ztiz£*mnLx. 

C. Wimm (Kd) tcS-^^TBf^ftny-f-yyjBcoa 
^a^^tf-ri. zkizj:*). nyfyyafKc- 

a) 5rKf#t, ^fL^nyf-^^fi (Kc-a) fBf 

v i y«t«, w*tfmT-*mHzmiZtitzd>Tyv 
mzmhti, flS^ayfyy (SfflB) eoa-^-tjsffl^- 

[0126] iXC, ^BHwn^xV^yieft^XT-Atc 
fcft^^a^fltcov^TSl 3lZ7frtya-i:m^xm 

xf7rs3oictiw, nyfyy 
>->y (ssi) coBt^-fb^asriiff-r*. Bf^-^s§a*^j 

ilfDES Sg#«It'$, * i%^i±m& 5 6 t' -y h cr>a 
>7-yvmkL. h'j7VUDESc7)^{il 12h' 7 h 

[0 127] <?;«:. Xf7rs3 0 2i:fcv^, r?>-x 

V > yffaiEft-9-'f Hi. -fTlfcMSI (SubKd) Srffi 

v^t. nyfyya (ks) com^wmzmzrLxvg 

y=fyVWr-9 :Enc [SubKd (K 

c ) ] *>k.m-h. 
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[0 1 28] ^.T-yTS3 0 3tJo^T, =J y=r 

^•yfiEft-f Mi. ^it^y^yymf-9 1 . 

*>. (Enc [SubKd (Kc ) ] +^^r-^) 
f>A 7 y a (HashlMfUL, rJV^y^SS 

fi-^-w hcoi&s&n (ks) *m^tim2,&wmzm?f 

T/]sZfOX2*X'$>&ECC-DSAtZfe'>Xm?TZtl 

[0129] ayr-yvgrntiim+M Mi. ^fv/s 

3 0 4 T\ ^L^Bf-^-ffcrJ yf^:Enc [Kc 
(Content)]. g=S*!UltrSfc 
>"VH: Enc [SubKd (Kc) ] t*??— ?Z 

y^-yvwrnm+M bco&fflmEBjmhffiitxmm- 

[0130] OTcDX^f -y 7 S 3 0 5J3lTOJS3l±3.- 
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(i. S^«'T-^T*l>^^7 :; '-^ + Bt^-'ft.3>T->' 
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S3 0 HZ&^X^— %Z (false) SfHIA 1 ' 
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=5tt- Lxm&mmm&gfT £ tit i tfur . jk 
mLtznyy-yvm (Kciii s^nyf^y 
mmco^yfyvmt Lxmmvsh. l*»u *t 

77'S 3 2 2 tfctt?»T-^S#^^*^biX/i^- 

(i . m^,mmcommkn-mnmmi,z x *> x tih 

3Wyi(Kc) fi. SittaftriVTWCSffl)*) 

[0136] wmttz^yT-y^m ( k c ) *<. B£*t 
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77S3 l llciJV^T. ^v-fv-y^JiKfitM bfrt? 

^mLfzS§mt^yr-yy :Enc [Kc (Conte 
nt)]J, WbLtzziyy-yvm (Kc ) £fflOTfg 
■f-L. ayy-yy (Content) £IXf#U Xf 7 
7S3 1 2fcfcV%T. ay-f^y (#*§) 

Xf 77S3 1 3t=±JV^T. W£l&liB!yi<7>*f 
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E«1M Miffi-x^x -r x-f fc3IfI»JI£SriHI¥&£il 

1 AlZisXr J^&Mtt-t. JSrtS. 014^-T^ 
xA|gj£CT{± 1 ow#JT'£> 9 . ^yXfAli, vICl^ 
"T^T <0«|g**-r L t {fx § i i: ft^, t OT- 

{i^rVi. 01 4 fcTjcf CPU (Central processing Uni 
t)7 0 1H. #l77n-y 3 >7o^7A^ OS 

(Operating System) SrHtf^^To-fe -y - i 7-CS>-i> . R 
OM (Read-Only-Memory) 7 0 211, CPU70 1^|| 

Sf-^^fSWS. RAM (Random Access Memory) 

7 0 3d. cpu 70 i<wm.iz$$\,^x$mzixz>Tu 
axz/yxD^y^m^zts^xmK^itr^^ 

[0 139] HDD 7 0 4fiM-K7^;*.?<^SIJp£H 
S7 0 5(i. iHftT-'-^OBf^s, fHWI. 

7D/5i5:ROM7 0 2C1 ; SlrtL, CPU7 0 1#R 
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m*imx'h&. zti^^-^a, m<r>**om 
hl tmi&mzmm-h z t <> wc* a . 

[0140] J<X 72KJPCI (Peripheral Compone 
nts Interconnect) /*xmz X 9«§j£$*U ttisj.- 
/K Aaj?M>?7x-X7 2 2£^L£#A*7l£IS 
fc Of -*«3Sfc*neK: LT v*6. 

[0141] A73SB7 llli, h\ #4 

yT4 yfrsU Z.miz£~>xmi$LZ1X. CPU7 0 1 
lz&m<Da-?>V. T-fiZXlJ-thtzMzzL-ytzJ; 
OmtZtlZ. ftjl&7 1 2«. ffltlfC RT, If B f 

[0 14 2] jiflSP7 1 3f2?'<4X«)SHKUfcxy?- 

ftL, C P U 7 0 1 «0M»*>Tfc:. #{£ttab&»6ttte$ 
fufcT— *\ i.l»uliCPU7 0 KckoTMadftfe 

[0 14 3] K7^f 7*7 1 414, 70yb°- (fiftffi 
S) fU7, C D- ROM (Compact Disc Read Only 
Memory), M O (Magneto optical )-f'-f X9 , DVD (Dig 
ital Versatile Disc). l«f^?, ^{M^USr 
i:OUA-M'r;He«ii«s7 1 50fEiJW££§eiT3-& 
H 94 7T$> 0 . # y A-v ^HEMffiflc 7 
r a y 7 a * it it r - * B ± . 'J a \*:7;pk»«# 7 

[0144] &uim#iz§mzixrcyc>?-7j±£tz\i 
t—9 ^m^m lt c p u 7 o i iz&^xmft mm 

3 %&M\ g^iBLfcTa^A, f-?J4A 
IIJ7M ^7x-^722, ^n'^.7 2 1 ZftLxmUf 

tlX ^ ■§» R A M 7 0 3 $ ft s . 
[0145] 5fe«0iffiH3pMtc-g5- ^iiS-tf-b'x^a-bv 

$\ n yy-yvgwRmyj biztewzimzmft-tz 

^«oro^7Ali^J^.{fROM7 0 2iZt&^ixXC 

p\j7 ouz£-?xmmzix&fi\ ibsniiA-Hf-f 

^^(CtSJr3$ixHDD7 04^t-CCPU7 0 1 iZ® 

&ztixmft2ti&. 

[ 0 1 4 6 ] ULL. ^C0H*fe^Sr#B§L^*>. *H 

*&wzmf;Lxzfc<7)X'fo<9. mmmzm^ixh^ 
zx°it%\,\ *ftw<vwn£¥m'fz>tz#>t,zi±, mmiz 

[ 0 1 4 7 ] Srfc. BflfflW+^fcV^TBiBJL^-a^ 



Sii^-K^T. 2*:iiV:7 h»7x7\ iii^Rt 
«k d k i?*S®.Xh Vy b 

*7±Tiz£hwm*mft'$-z>mi^±. tmis-^-yx* 

$>mm4. ^ajoa^'n^nrtg^iafflrjyb-i 
toc**. 

[0148] mtte. TWvMtmmfok LTWn 
-Kf-f^^ROM ( Read Onl yMemory) fc^teii L 

— T-fX?. CD-ROM(Compact Disc Read Only Me 
mory), MO (Magneto optical )-=f 4 X9 , DVD(Digit 
al Versatile Disc), IMf^X?, ¥4MO%U%2f 

<o y a-; <://HE«MMc . -b#W£> & v ^±*aWKtt 

LTiKd fc#T#.S>. Z<7)£d*VA.-J< 
[0 149] 7n/7A(i. ±^L3tJ:5^yA 

AH, ^^n— kim bfrh. zyvjL-fizimmim 

L*:9. LAN (Local Area Network), -fy^-^vh 

<i.7'Dj7 ^A2rSmL. i*iBWi^-KT 4 x?m<0 
[0150] »!HiMI»fc:ettS<ifc#»0«fflia. 

fi : -r'i»siaco3?!!s^73 $> \ ^±&mzm t x &.mmz$> 
zwimsiizzmztix i> zrz. xmiMHzts^ 
x xxtA k mn^mwTmmm^mm.'h o . 

[0151] 

wmmw. "r-7w®.-%m. mstzayt'*-? ■ m 

M^-^lz&^xn&ziyf-yynmmZimLJ: o k 

^■h^x^Mzii^x. ^y^yy^m^ffk oMx 
\ximm<v£o%?yT-yv < gm®m*r4 vizawx. 

?y ; ryvcDmm%mZizts*?'r-?k. nyf/y 

oeg mm (c®fflf 3 y v m $r w-ii-^ r- ^ co» > 

S^M^x- ^ ^(ct§^$ ix^ ri >x ^^IS'JOKWS-^r 

^ ^ r- ^ * tf r - ^ <^)M # i. ^ if jE^rSOStc 
±53yf >>y^iEf iJfflSrK±-T ^» Z k W*imk % 
h. 
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[01 ] ^<nzi>^>vmmi'* c rl±<F>$mffi$Li:m 

muzmr$< ny^yymmi.z^xmm-r^mx' 

[04] ^^nyxvylBmv-^T-A^iJtt^S^ 

mEt&&< 3>T>vmmiz^>\,^xmw-?&mx- 
[05] ^con^r^-yiefi^x^A^fctt^^^T 

[06] (a!5ft<7)rj>-ry>yi2fl^xA(ct3(t§S^ 

wz3k-rf< ^ v-r > miz^xmmt h ? u-mx- 
[07] *&w<va>T>vMm'>x^j±ni®mzmw 

[08] *^corj>^-y>yge^f^XT-AcOJ-— 
[09] ^Bjc^n^y-yieff^^Acorjv^y^y 

Eftsasw (ggtm ) ^-tmx'hh. 

[010] ^Bjwa^yyiEftv-^^Acorj^xV 

>y led^a^j ( mmm 2 ) & ^k-rmx-h & . 

[011] ^BJ^n^^fy^iBftv-xxAtcfcttl,* 

mitizm~j< ^>'rvvmm< l zr>^xwftt& 
mxfo&. 

[01 2] ^BJ^nVxy^yiS^iv-^^A^tt^S 
£1$fiE(c*o'< 3 yxV^yfilffl^v^Ti^Bj-r^ia-C* 

[01 3] ^wm^^ymm^xy-Mzanhm 

^fE(c*-^<3>-^>'>yfW(cov^T^-r^ 
[014] ^^BJiOav-rV-'ylB^lv-X^AcO+J-— t'^ 

CT&^-r0-cj)S. 
[^otitBj] 

10 ni^^-ytliltHM h 

2 0 3--D-'-tM v 

3 0 tfa-fe^- 
10 0 3-— lf*M h- 

1 1 0 f-^*l#g 
1 1 5 -fe^f aT^yj.-zl' 
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